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Abstract. Prior work showed that variations in SSD access time can be
used to leak information about user activity, e.g., the websites a user ac-
cesses, and for covert data transmission. To achieve this, SSD contention
side channels require accurate high-resolution timing measurements of
I/O operations, e.g., through the io_uring kernel API. However, the
impact of these attacks is limited in their requirement for native code
execution on the victim’s system.
In this paper, we show that SSD contention side channels can be mounted
by a remote attacker from within the browser, without native code execu-
tion. Our attack FROST targets the Origin Private File System (OPFS)
API in JavaScript, allowing us to create and access files on the disk,
within the browser’s sandboxed environment. While a challenge in prior
work was to evict the OS page cache, we devise an approach that in-
stead bypasses the page cache, enabling fast SSD contention measure-
ments from JavaScript without any user interaction. To evaluate the
effectiveness of FROST on macOS and Linux, we build a covert channel
that exfiltrates data from a native application to the malicious website
with a true channel capacity of 661.63bit/s on a Linux machine, and
891.77bit/s on a macOS machine. To evaluate FROST in a side-channel
scenario, we mount a website- and an application-fingerprinting attack
on users of macOS systems. We can predict accessed websites with an F1
score of 88.95%, and accessed application with an F1 score of 95.83%,
demonstrating the privacy implications our attack has on regular users.

1 Introduction

Web browsers have evolved from simple document viewers into complex plat-
forms capable of running sophisticated applications. Companies like Google, Mi-
crosoft, and Adobe have developed full-fledged office suites, photo- and video
editors, or even integrated development environments (IDEs) that run entirely
within the browser. Moving applications to the web allows them to be platform-
independent, accessible and always up-to-date. However, this shift also intro-
duces new security and privacy challenges. New APIs and features are continu-
ously added to browsers to support these complex applications, e.g., to support
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device access via WebUSB [47], expose graphics capabilities via WebGPU [46],
or provide persistent storage via the File System Access API [37]. While these
features enhance the capabilities of web applications and allow completely novel
use cases, they also increase the browser’s attack surface, and some have already
been shown to introduce new vulnerabilities [14,20,68].

The File System Access API allows web applications to request access to
files and directories on the user’s file system, enabling complex applications,
such as IDE’s, photo- or video editors, to run entirely within the browser, with a
native-like access to the shared file system. Whenever a web application requests
access to a file or directory, the user must explicitly grant access permissions in a
browser dialog. To enforce this selective access, the browser implements various
security checks to ensure that the web applications cannot access files outside of
the granted scope [44]. Meanwhile, the Origin Private File System (OPFS) [44]
provides a sandboxed file system for each web origin, allowing web applications to
store and access files on the user’s system without requiring explicit permissions.
The OPFS is isolated from other origins and the rest of the system, making sure
that web applications cannot access files outside of their own OPFS storage.
Because of this isolation, accesses to OPFS files do not require as many security
checks as regular file accesses, resulting in increased performance.

While SSDs are widely used in both servers and consumer systems, side-
channel research targeting them is limited [19,31,41,70]. Recently, Juffinger et al.
[30] discovered that it is possible to exploit contention on NVMe SSDs to build
a covert channel and perform fingerprinting attacks. While their attacks are
practical on a wide range of SSDs and are able to achieve high F1 scores, they
do require access to native low-overhead interfaces, e.g., io_uring, and suggest
that restricting access to these interfaces would hinder their attacks.

In this paper, we introduce FROST, a side-channel attack from JavaScript
that exploits OPFS to leak sensitive information from the browser without re-
quiring any user interaction on both Linux and macOS. OPFS provides a direct
way to perform operations on the system’s disk from JavaScript in a sandboxed
environment. While OPFS restricts websites to only access their own storage
and not other system files, we discover that the overhead is low enough to enable
SSD-contention-based side-channel attacks from within the browser. Using this
low-overhead interface, we achieve a covert-channel throughput of 661.63bit/s on
Linux, comparable to the native performance reported in prior work [30]. Based
on our findings, we introduce Fingerprinting Remotely using OPFS-based SSD
Timing (FROST), a novel remote side-channel attack that uses SSD contention
measurements from within the browser to fingerprint user activity on a system.
After tricking the victim into clicking a malicious link, an attacker can monitor
the victim’s activity on the host system, such as website visits and application
usage, without further user interaction. We demonstrate FROST on a macOS
system, achieving an F1 score of 88.95% for top-50 closed-world website finger-
printing, and 95.83% for application fingerprinting in a closed-world setting. In
an open-world top-50 website-fingerprinting attack, we achieve a macro-averaged
F1 score of 86.95%, demonstrating the practical impact of our attack. Finally,
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we discuss the impact of modern browser features on side-channel attacks, limi-
tations of our work, and possible defenses.

In summary, our contributions are as follows:
– We are the first to demonstrate that the Origin Private File System (OPFS)

can be exploited remotely from JavaScript in the browser to leak sensitive
information from a victim’s system without any user interaction.

– We exploit the OPFS to generate and measure SSD contention on the vic-
tim’s system, building a cross-application covert channel with a capacity
of 661.63bit/s on Linux, almost matching native performance from prior
work [30], and 891.77bit/s on macOS.

– We present FROST, a remote SSD contention-based side-channel attack that
can be mounted from within the browser, exploiting the OPFS to monitor
user activity on the victim’s system without any user interaction.

– We demonstrate FROST’s effectiveness by mounting website- and applica-
tion fingerprinting attacks, achieving an F1 score of 88.95% and 95.83%,
respectively, in a closed-world setting on a macOS system.
In Section 2, we provide background on side-channel attacks, SSDs, finger-

printing attacks and browser features. In Section 3, we describe our threat model.
In Section 4, we show how we can measure SSD contention from JavaScript with-
out any user interaction. In Section 5, we build a covert channel using our SSD
contention measurements, evaluating its capacity with both OPFS and the regu-
lar File System Access API. In Section 6, we present FROST, and mount website-
and application-fingerprinting attacks. In Section 7, we discuss the impact of in-
creasingly complex browser features on side-channel attacks, mitigations, and
related work. We conclude in Section 8.

Responsible Disclosure. We responsibly disclosed our findings to Google (Chro-
mium security), Mozilla (Firefox security), and Apple (Safari security). The
Chromium team stated that they do not consider fingerprinting attacks to be
security vulnerabilities. Apple considers the attack currently out of scope, but
may implement a mitigation in the future. Mozilla acknowledged our findings
but did not implement any mitigations yet.

2 Background

In this section, we provide background on side-channel attacks, solid-state drives,
website fingerprinting and storage access on browsers.

2.1 Side-Channel Attacks

Side-channel attacks exploit measurable effects, e.g., electromagnetic radiation [27],
power consumption [54], execution time [35], acoustic signals [5], or network
metadata [7] to infer sensitive information indirectly. Modern CPUs contain
a significant amount of shared hardware between cores, making them highly
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susceptible to a wide range of side-channel attacks. One way to obtain meta-
data on CPUs to perform a side-channel attack is through contention. Com-
petitively shared hardware, such as a shared data cache [24, 52, 55], execution
ports [3,59,60], the system bus [56], the scheduler queue [16,17], and the micro-op
cache [57], can be used to determine a victim’s activity by measuring the through-
put or availability of that hardware in an attacker application. Tan et al. [67]
attacked contention on a PCIe bus that is connected to a switch to leak behav-
ior of other PCIe devices. Jiang et al. [29] exploited a timing side channel in
fsync operations. Liu et al. [41] exploited a cache timing side channel in the
now-discontinued Intel Optane persistent memory. Recently, Juffinger et al. [30]
explored contention-based side channels on NVMe SSDs, achieving a website
fingerprinting attack with an F1 score of 78% to 96% and also a cache side
channel based on SSD’s HMB cache [32].

Covert Channels. A covert channel allows two cooperating parties to transfer in-
formation covertly through methods not intended for information transfer, effec-
tively hiding it from an unsuspecting observer. While covert channels have their
own use case, i.e., transferring information, they are also useful for determining
the maximum leakage rate of a side-channel attack. Both the sender, equivalent
to the victim during an attack, and the receiver, equivalent to an attacker who
records the leaked information, cooperate, simulating a best-case scenario for an
attack and therefore providing an upper bound for the leakage rate. Covert chan-
nels have been studied on various hardware and software components, e.g., CPU
caches [23, 61], transient execution elements [36, 40, 62], network effects [6, 58],
page cache [22, 49] or hard drive contention [38]. Trochatos et al. [70] show a
thermal-based covert channel on smart SSDs. Giechaskiel et al. [19] exploit SSD
contention for co-location detection of AWS instances.

2.2 Solid-State Drives
Solid-state drives store data in NAND flash chips and deliver significantly higher
I/O performance than mechanical hard drives (HDDs), offering much lower la-
tencies than HDDs. Flash memory generally operates at a page granularity.
However, erasing resets entire blocks (32-128 pages) and is much slower. Each
cell endures a limited number of program-erase cycles, so controllers use wear-
leveling and batch erases to spread wear [8]. Because wear-leveling and other
optimizations relocate data, SSDs expose a logical address space to the OS that
does not match the physical layout. These optimizations also scatter data, and
thus the SSD maintains a flash translation layer (FTL) that maps OS logical
pages to physical locations. On SSDs that use a Host Memory Buffer (HMB) [50],
this translation process is also exploitable for side-channel attacks [32].

2.3 Website Fingerprinting
In a website fingerprinting attack, an attacker’s goal is to determine the website
visited by a user through metadata, e.g., by employing a side channel. Exten-
sively researched on networks, an attacker-in-the-middle observes network packet
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flow and utilizes traffic analysis to determine the website visited by a user [28,53],
i.e., fingerprint the website, even over the Tor network [10, 74]. Similar styles
of attacks via network traffic analysis have been used to fingerprint the type of
initiated network connection [11], applications used on an end device [2, 12, 78],
operating system and CPU model [1,69], or browser used to visit a webpage [33].

In recent years, side channels on computers have been shown to fingerprint
website visits [34, 42, 76], applications [9, 42], and physical peripherals [65] on
a user’s system. Prior work mounted website-fingerprinting attacks using side
channels, e.g., on the CPU cache locally [77] and remotely [51], GPU caches [13],
interrupts [56, 79], android usage statistics [66], and performance counters [26].
Jiang et al. [29] showed that fsync-contention leakage can distinguish certain
websites, while Gu et al. [25] mount a full website-fingerprinting attack using
filesystem-level syncfs operations, achieving an F1 score of 93.25% in an open-
world setting on the top 100 websites. By observing leakage with SSD caches,
Juffinger et al. [30] mounted a website fingerprinting attack on the top-100 web-
sites with different SSDs accuracy ranging between 78% to 96%.

2.4 Browser Storage Access

As web applications become more complex, they increasingly rely on client-side
storage for data persistence. Even basic websites use cookies to locally store
session information for the server. Other applications use more advanced stor-
age mechanisms, such as LocalStorage [48] or IndexedDB [43], to store larger
amounts of persistent data on the client side. However, the trend of moving full
applications, such as IDEs, photo- or video editors into the web, resulted in the
need for browser applications to access files on the user’s system directly. The
File System Access API provides functionality to request access to files and direc-
tories on the user’s file system [37]. More recently, the Origin Private File System
(OPFS) allows web applications to create and manage files in an origin-scoped
file system on the client [44] without requiring explicit user permission.

3 Threat Model

Our threat model assumes that the attacker tricks the victim into visiting a ma-
licious website, which hosts the attack code. We assume default configurations
for the operating system and browser. The attack runs in the browser sandbox,
without any special privileges or permissions, aiming to leak information about
the victim’s behavior on the system. Thus, the victim leaves the attacker’s web-
site open while performing other activities on the system, which is in line with
browser-based side channels [15,18,33,39,51,73,77]. We show an overview of the
attack model in Figure 1. The victim is not required to use the same browser,
as the attack works on the storage level, across the whole system. However, the
activities that the victim uses must result in storage accesses to the same disk
as the file that is used for contention measurement. This is the case for many
consumer devices, such as laptops, as they typically only have one internal SSD.
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Fig. 1. High-level overview of the FROST attack. The attacker measures SSD con-
tention caused by the victim’s activity by performing random reads on a large OPFS
file. The resulting timing traces are analyzed to fingerprint the activity.

4 Measuring SSD Contention from JavaScript

To measure SSD contention, we first require a way to force the browser to perform
storage accesses. Prior work has used IndexedDB to perform storage accesses
from JavaScript [71], building a HDD contention-based covert channel able to
transmit 32 bits in just over 1min. In contrast, the File System Access API [37]
allows direct access to files on the user’s file system. The Origin Private File
System (OPFS) provides a more permissive, but isolated, file system.

Evading the Page Cache. Even fast SSDs are still magnitudes slower than the
computer’s main memory (DRAM). To close this latency gap, operating systems
cache recently accessed disk data in memory. In Linux, this cache is called the
page cache; in macOS, it is called the Unified Buffer Cache (UBC). We use the
term page cache for both operating systems. Typically, operating systems use all
unused memory for the page cache, i.e., memory not used by running programs.
Due to this page cache, only the first access to a file actually reads data from
the underlying disk. On subsequent accesses, the file is cached in memory and
its contents served from there, until it is evicted from the page cache again.
While a page of a file is cached, reading does not leak any timing information
about underlying disk. Hence, prior work used page cache eviction [22] to force
the OS to read from the disk again. Since we do not target specific files but the
SSD itself, we do not need to rely on page cache eviction. Instead, to bypass the
page cache for long-running measurements, we create a file larger than system
memory. This forces the caches to evict older data whenever we access new parts
of the file, and, due to the large file size, the page cache can never fully cache
the file, thus forcing the OS to read from the disk on virtually every access.
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Avoiding User Interaction. The File System Access API generally requires
the user to explicitly share files or directories with the web application, requir-
ing manual confirmation, which may raise suspicion. Additionally, while users
may be tricked into allowing access to a file (e.g., if the website poses as a file
sharing platform), the selected file may not be large enough to achieve reliable
eviction from the OS page cache, preventing the attacker from measuring SSD
access times reliably. The newer Origin Private File System (OPFS) provides an
isolated sandboxed file system for each origin without requiring any user inter-
action [44]. Files stored in the OPFS persist on the user’s file system, allowing
us to perform storage accesses without raising suspicion. OPFS is supported in
all major browsers, including Chrome, Firefox, and Safari, making our attack
widely applicable. Therefore, we can create a large file in the OPFS without any
special permissions, and thus do not rely on any user interaction. On Chrome
and Safari, OPFS supports very large files, up to 60% of disk space, which is
more than sufficient to avoid the page cache on most typical systems, as even a
small disk size of 64GB would allow us to create a 38.4GB OPFS file. Thus, we
can fill up the entire system memory on almost all systems, except specialized
systems with very little storage and a large amount of system memory. On Fire-
fox, the OPFS supports up to 10% of total disk space or 10GB (whichever is
less) [45] per origin (i.e., website). However, an attack using multiple indepen-
dent origins can bypass this limit, as each origin has its own OPFS storage, only
slightly complicating the attack. Additionally, websites can ask for permission
to use persistent storage, also bypassing the OPFS storage limit.

Measuring Access Times. After obtaining a primitive that allows us to per-
form SSD accesses, either via OPFS or via user interaction, we can measure
file access times to detect SSD contention. We read from random offsets in the
large file, to avoid prefetching effects and caching. We continuously measure the
disk access latency and send resulting data to the attacker’s server, storing it
in a trace file. The measurement process does not require significant processing
power. In all of our measurements, we experience large spikes in access times
at constant intervals, likely caused by scheduling interference. To prevent these
spikes from interacting adversely with our further analysis, we filter the spikes
by replacing every measurement greater than 1ms with the average of the 100
surrounding values. On average, this process removes 31.88 of samples from each
trace, or 0.1% of data points. We find that this post-processing step significantly
improves the reliability of further data analysis.

Increasing Measurement Resolution. To avoid timing side channels be-
tween unrelated origins, browsers limit the timer resolution based on the cross-
origin policies of the website [75]. We show the effect of these low timer resolu-
tions in Figure 2. While this reduction of accuracy may protect against attacks
where websites are attacked directly by loading them inside iframes, our attack
is not affected by any cross-origin restrictions, as we do not perform web requests
to other origins. Thus, we can enable cross-origin isolation by configuring strict
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a. SSD access latency without cross-origin isolation. The reduced timer resolution
causes low measurement accuracy, with most of the measurements reading 100µs,
200µs, or 300µs. Some measurements are even rounded down to 0µs.
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b. SSD access latency with cross-origin isolation. Enabling more strict cross-origin
policies allows websites to access high-resolution timers, resulting in more fine-grained
latency measurements.

Fig. 2. SSD latency measurements with and without cross-origin isolation. Browsers
limit the timer resolutions based on the cross-origin policies of the origin. By enabling
strict cross-origin policies, we gain access to high-resolution timers.

options for the Cross Origin Opener Policy (COOP) and Cross Origin Embedder
Policy (COEP) headers to gain access to high-resolution timers, improving the
accuracy of our measurements.

Experimental Setup. For our Linux measurements, we use a desktop PC with
an AMD Ryzen 7 5800X3D CPU, 32GB of DDR4 RAM and a 256GB SanDisk
SD8SN8U SSD running NixOS 26.05 with kernel version 6.18.5. On this machine,
we perform latency measurements using Google Chrome 143.0.7499.192.

For our macOS measurements, we use a Mac mini with an Apple M2 CPU,
8GB of RAM, and a 256GB SSD, running macOS Sonoma 14.2.1, and running
the attack in Google Chrome (version 144.0.7559.133). For long-running mea-
surements, we assume a default configuration, but disable features interrupting
the measurements, i.e., automatic sleep modes, automatic logout, and suspend.

On both machines, we constantly measure the access time to a large file
stored on the SSD. We perform random reads of 4 kB, spanning the entire
file to avoid prefetching effects, and measure their execution time using the
performance.now() API. We configure the COOP/COEP headers to enable
high-resolution timers. During the File System Access API measurements, we
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Fig. 4. Sample trace of a covert channel trace using OPFS, with timeslices of 1.4ms.
The receiver finds the threshold and phase of the signal dynamically by optimizing for
the smallest possible bit error rate in the known pre- and postamble. By averaging all
measurements within a timeslice, the receiver minimizes the error rate.

prompt the user to select a file whose size exceeds the available physical mem-
ory, which allows us to perform continuous measurements on it. In OPFS mode,
we do not prompt the user, and instead create a suitable file in the OPFS, filling
it with random data to avoid interference by page deduplication mechanisms.
We perform all experiments with user-selected files and OPFS to evaluate the
performance of both measurement primitives.

5 Covert Channel

To measure the capacity of the SSD contention side channel, we first build a
covert channel between two cooperating parties on the same system. The sender
and receiver are two separate processes, with the sender generating SSD con-
tention to encode a message, while the receiver continuously measures the con-
tention levels to decode the message. The receiver is running in JavaScript within
the browser, while the sender is a native application, as shown in Figure 3. To
transmit data, the sender encodes bits by either generating contention (bit 1)
or remaining idle (bit 0). By splitting the trace into timeslices, the receiver can
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Table 1. Covert channel capacity for different raw transmission rates on Linux and
macOS, for both OPFS and user-selected files.

Timeslice Sender Linux macOS
Length Rate User-selected OPFS User-selected OPFS

BER1 TC2 BER TC BER TC BER TC
[ms] [bit/s] % [bit/s] % [bit/s] % [bit/s] % [bit/s]

1.5 666.67 4.81 481.08 6.15 444.39 5.61 458.86 4.80 481.48
1.4 714.29 4.83 514.94 6.81 458.04 5.46 495.84 5.69 489.20
1.3 769.23 5.42 535.48 6.76 494.69 6.47 503.14 9.87 411.61
1.2 833.33 6.44 546.27 6.29 550.84 6.14 555.69 8.35 487.90
1.1 909.09 7.35 564.60 6.28 601.31 5.79 619.00 7.99 543.79
1.0 1 000.00 8.97 564.66 7.38 620.01 6.15 666.68 9.37 551.18
0.9 1 111.11 11.04 554.35 9.38 612.24 8.88 630.80 10.78 562.98
0.8 1 250.00 13.04 551.79 10.05 661.63 8.44 728.13 12.16 582.57
0.7 1 428.57 17.32 478.45 14.21 586.03 8.25 841.28 10.89 719.27
0.6 1 666.67 22.21 393.44 24.55 326.66 9.87 891.77 15.21 641.34
0.5 2 000.00 37.27 94.54 25.64 357.58 21.02 516.41 25.54 360.67

1 Bit Error Rate 2 True Capacity

decode the transmitted bits by computing the average of all samples within a
timeslice and using a threshold value for the access time to decide on the value
as shown in Figure 4. To synchronize the sender and receiver, the sender starts
with a known preamble, followed by the transmitted data. We assume that the
receiver already knows the length of the transmitted data, either via an agreed
upon fixed message length, a secondary channel, or a protocol building upon
the covert channel itself. The receiver continuously measures SSD latencies and
saves the resulting trace for offline decoding. We evaluate the covert channel
using both user-selected files and OPFS files for contention measurement.

Results. To decode the transmitted data, the receiver needs to determine the
offset of the covert message within a trace and the correct threshold to distinguish
ones and zeroes. We assume that sender and receiver agree on a known message
size and add 11-byte preambles and postambles with known contents to the
transmitted data. Thus, the receiver knows the distance between preamble and
postamble before the transmission. To determine the correct offset and threshold
for decoding, the receiver iterates over the trace while sweeping these parameters,
detects candidate preambles and postambles, and ranks them by their bit-error
count against the known data. Afterwards, the receiver decodes the payload
using the found parameters. In our experiments, this strategy was very reliable
and consistently found the correct markers in the trace.

The performance of the covert channel depends on the timeslice length per
bit and the chunk size used to generate SSD contention. For each system, we
empirically choose the latency measurement read size. We then evaluate timeslice
lengths of 0.5ms to 1.5ms in steps of 0.1ms.
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Linux. On our Linux machine, we use a read size of 128 kB. Using user-selected
files, we achieved the maximum throughput with timeslices of 1ms, achieving a
bit error rate of 8.97% for a true capacity of 564.66bit/s. When using OPFS,
we achieve a bit-error-rate of 10.05% for a true capacity of 661.63bit/s with
a timeslice length of 0.8ms. Thus, on Linux, we achieve better covert channel
performance using OPFS compared to user-selected files, while removing the
requirement for user interaction. This makes the attack significantly more prac-
tical compared to user-selected files. In Figure 4, we show a sample trace of a
covert channel transmission using OPFS with timeslices of 1.4ms. In Table 1,
we show a full overview of the results. Even with these fairly long timeslices, we
only achieve a maximum of 3 measurements per timeslice when no contention is
present, and 2 with contention. Consistent with this observation, the bit error
rate increases sharply below timeslices of 0.7ms, as the duration of transmitted
ones falls below our measurement interval. Interestingly, for timeslices between
1.5ms and 1.1ms, we experienced a slight decrease in bit error rate with smaller
timeslices. The observed behavior may fall within measurement error. However,
it may also stem from increased scheduling interference due to the longer trans-
mission time with larger timeslices.

macOS. On macOS, we determine the optimal read size to be 512 kB. We
find that, for a user-selected file, the optimal timeslice length is 0.6 milliseconds,
achieving a true capacity of 891.77bits per second with a bit error rate of 9.87%.
When using OPFS, we achieve a true capacity of 719.27bits per second with a
bit error rate of 10.89% for a timeslice length of 0.7ms. The development of the
error rate is similar to Linux, with a slow increase, followed by a steep rise when
the timeslices become too short. In contrast to our Linux results, user-selected
files achieve a higher maximum throughput than OPFS files on macOS. We
assume that this difference in behavior between the two operating systems may
be caused by different prioritization of file reads using the File System Access
API, compared to the OPFS API. Still, we achieve a higher true capacity on
macOS than on Linux when using OPFS, demonstrating the accuracy of this
contention measurement.

Cross-Browser Comparison. For our fingerprinting attack, described in
Section 6.2, we run the attack cross-browser to simplify measurement automa-
tion, i.e., the malicious website runs in a different browser than the victim. To
demonstrate that cross-browser attacks and same-browser cross-tab attacks have
similar leakage rate, we re-implemented the covert channel sender in JavaScript
to measure covert channel speeds in both scenarios. Using the JavaScript-based
sender, our covert channel performance drops significantly, as we cannot gen-
erate as much contention from JavaScript as from a native application. When
testing our covert channel between two tabs of Chrome, we achieve a true capac-
ity of 65.06bit/s. Meanwhile, when sending data from Safari to Chrome using
the same covert channel parameters, we achieve 67.26bit/s, i.e., a difference of
3.38%, which is within the margin of error. Thus, cross-browser attacks and
cross-tab attacks have comparable leakage rates.
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Performance comparison. Gu et al. [25] report a raw capacity of 940bit/s
with an error rate of 0.01% by timing syncfs operations, resulting in a true
capacity of 938.61bit/s using the sync operation on Linux, which is significantly
faster than our covert channel. However, their approach requires access to the
sync command, which is not available from JavaScript. Lipinski et al. [38] use
HDD contention to build a covert channel with 0.1bit/s. Giechaskiel et al. [19]
exploit SSD contention on AWS to build a 0.125bit/s covert channel between
AWS instances. Trochatos et al. [70] showed a covert channel using SmartSSDs
with an integrated FPGA achieving 0.066bit/s with a 25% error rate.

Compared to Juffinger et al. [30], we achieve a higher throughput than any of
their SSDs when using a 1 000 bit/s raw transmission rate. However, we achieve a
slower maximum throughput than most of their SSDs. While the results are not
directly comparable because we use a different SSD model, our results indicate
that SSD contention measurements from the browser are highly reliable, but less
fine-grained than those from native code.

In conclusion, our covert channel experiments show that browser-based SSD
contention measurements achieve a similar reliability to native measurements,
albeit with a lower resolution. We also observe that OPFS not only eliminates the
need for user interaction, but it also achieves a higher throughput compared to
user-selected files on Linux. While user-selected files achieve a higher throughput
on macOS, OPFS still outperforms the maximum true capacity on Linux.

6 FROST Fingerprinting Attacks

In this section, we present FROST, a remote side-channel attack that uses SSD
contention from within the browser to fingerprint user activity on the host sys-
tem. We describe the attack setup and present two practical fingerprinting at-
tacks: website fingerprinting and application fingerprinting.

6.1 Attack Setup

To mount FROST, the victim first visits an attacker-controlled website, e.g.,
through a seemingly benign website, advertisements, or spam. When using OPFS,
no further user interaction is required, and the attack code runs in the back-
ground while the victim performs other activities on the system. The attacker
continuously measures SSD contention by performing random reads from a large
OPFS file. SSD contention caused by user activity causes measurable latency dif-
ferences for these read operations. By training a convolutional neural network
(CNN) on these traces, the attacker can fingerprint user activity on the host
system by classifying new traces using the trained model.

Our attacker server is implemented in Python using Flask while the client-
side code is implemented in JavaScript. We collect data on a Mac mini with
an M2 chip, running macOS Sonoma 14.2.1. Automation of browser- and appli-
cation actions is performed using macOS’s built-in automation framework. We
report the fingerprinting results focusing on macOS due to easier automation
but emphasize that the attack works identically on Linux, see also Section 5.
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Fig. 5. Traces for google.com and youtube.com recorded with FROST using an OPFS
file. Both are clearly distinguishable, with google.com only having a small spike around
index 11 000, while youtube.com causes higher latency spikes for a longer amount of
time. Both traces start with a similar pattern, which is caused by Safari starting up.

6.2 Website Fingerprinting

For our FROST website-fingerprinting attack, we first generate training data for
our CNN model. We collect traces while visiting the top 50 websites from the
Alexa Top Million list [4], generating 100 traces per website, resulting in a labeled
dataset of 5 000 traces. Additionally, we collect 1 trace each for the next 300
websites in the list as an open-world set. Our attack setup is symmetric, i.e., the
attacker and victim can use the same or different browsers, as the attack works
on the storage level, independent of the browser. Hence, we focus on one setup
that we evaluate in depth, namely a cross-browser attack from an attacker page
in Google Chrome, targeting websites in Safari (version 17.2.1). This approach
also shows that FROST works across different browsers; however, the attack
does not depend on two different browsers being used, as the contention occurs
on the storage level, irrespective of the browser, as we also show in Section 5.

We show example traces for the websites google.com and youtube.com in
Figure 5. They are clearly distinguishable by eye, with google.com only having
a short latency spike, while youtube.com has higher latencies for longer periods
of time. The traces also show a similar shape in the beginning, caused by Safari
starting up. In Section 6.3, we fingerprint different applications by classifying
their SSD latency patterns during application startup.
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Fig. 6. The confusion matrix for website fingerprinting using FROST using OPFS,
achieving a macro-averaged F1 score of 86.95% with an open-world accuracy of 96.72%.

Evaluation. We measure traces for 10 s each, opening the website 2 s after
starting the measurement. After traces have been collected, we preprocess them,
by filtering out spikes as described in Section 4 and truncating them to equal
lengths. To classify the traces, we use a convolutional neural network (CNN)
with four convolutional blocks (64, 128, 256, 512 filters), batch normalization
and dropout, followed by two dense layers (512, 256 units). We train the model
using 60% of the traces for training, 20% for validation, and 20% as a hold-
out test set. Section A provides the details of an attack with user-selected files,
achieving an open-world F1 score of 85.60%. When using OPFS for contention
measurements, we achieve a macro-averaged F1 score of 86.95% in an open-world
setting and 88.95% in a closed-world setting.

In comparison, prior fingerprinting attacks from the browser achieve accura-
cies of 70.5% to 97.3% using the Quota Management API (storage space) [33],
82.1% to 88.6% using CPU cache attacks [51], 78.89% to 82.86% by timing
the DNS cache [76], and 76.7% accuracy using shared browser event loops [73].
Thus, FROST performs similarly to prior browser-based fingerprinting attacks
while using a novel OPFS-based approach to obtain SSD contention measure-
ments without user interaction. Closest to our work, Juffinger et al. [30] use
native code for SSD contention measurements and achieve F1 scores of 78% to
96% (open-world), and 80.2% to 97% (closed-world) on the top 100 websites,
depending on the specific SSD used. While our F1 score is lower compared to
native SSD-based attacks on most SSDs [30], the data was recorded from within
a browser, without features such as io_uring. Our results show that SSD-based
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Table 2. Applications selected for fingerprinting attack.
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Fig. 7. The confusion matrix for application fingerprinting using FROST, using OPFS
to avoid user interaction. We reach a F1 score of 95.83% in an closed-world setting.

leakage can be effectively exploited even within a sandboxed environment, with-
out the need for low-overhead primitives, as long as the sandbox has access to a
sufficiently large file on the SSD, e.g., via OPFS. We conclude that FROST per-
forms similarly to prior browser-based attacks, while using a novel OPFS-based
approach to achieve SSD contention measurements without any user interaction.

6.3 Application Fingerprinting

In this section, we mount an application-fingerprinting attack using FROST. We
select 10 native, pre-installed applications on macOS, listed in Table 2. We chose
applications that do not require login or specific projects to avoid biasing the
fingerprinting process with personalized settings or data. For this measurement,
we use only OPFS, as it reflects a broader threat model. To generate traces,
we measure SSD contention for 10 seconds, launching the target applications 2
seconds into the measurement. We then stop the measurement, close the appli-
cation, and for the repeated measurements, restore the previous system state
for the page cache to avoid interference between measurements. We repeat this
process 100 times for each application, resulting in a total of 1 000 traces.

Evaluation. We measure traces for 10 seconds each, which covers the startup
time of all tested applications. We perform the same preprocessing and training
procedure as in Section 6.2. After training the model, we reach an F1 score
of 95.83% in our closed-world experiment. In Figure 7, we show the confusion
matrix of our results using an OPFS file. This experiment shows that FROST
can not only detect website accesses, but general system activity as well.
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7 Discussion

The File System Access API is a powerful feature that allows web applications to
interact with the user’s file system, enabling a wide range of applications, such as
image- and video editors or IDEs, to run within the browser. Modern browsers
are heavily sandboxed environments, designed to prevent malicious code from
accessing sensitive system resources. Thus, remote full-chain exploits, which gain
code execution from a website visit, are fairly rare in the wild, and often require
exploiting multiple vulnerabilities in the browser or operating system. In con-
trast, remote side-channel attacks, such as FROST, can be mounted without
bypassing any security mechanisms, as they exploit unintentional information
leakage from legitimate operations. Additionally, side-channel attacks are often
hard to defend against, as they exploit side effects of normal system behavior.
Modern web browsers are complex pieces of software, continuously evolving to
support new features and use cases. However, as we have shown in this paper,
such powerful features can also allow attackers to port previous native side-
channel attacks to the browser, enabling remote side-channel attacks. Many new
features are designed to provide near-native application behavior. Without care-
ful consideration of the security implications, these features can inadvertently
also introduce near-native side-channel leakage, allowing new remote exploits.
Thus, while typical Internet users may not be targeted by sophisticated sandbox
escapes to achieve native remote code execution, their browsers leak much more
information about their activities than intended, allowing attackers to spy on
them remotely, i.e., for advertising or blackmail purposes.

Limitations. To allow FROST to measure SSD contention, the victim must
perform activities that result in storage accesses to the same disk as the file
used for contention measurement. When using OPFS, the file is stored in the
browser’s default storage location, allowing attackers to always perform website
fingerprinting attacks on the same browser. However, application fingerprint-
ing attacks require the victim to use applications that access the same disk as
the browser. On most consumer devices, this is not a significant limitation, as
they typically only have one internal SSD. In contrast, large and powerful work-
stations may have multiple disks, with heavy-duty tasks like video editing or
software development using different disks than the browser. However, many ap-
plications still access the user’s home directory for configuration- or project files,
which are accessed during startup and generate measurable contention.

Because the page cache prevents repeated accesses to the same data from
hitting the SSD, and we do not have the system-level features to bypass the page
cache (e.g., the O_DIRECT flag for the open syscall), long-running measurements
require a large file to evade the page cache. Short, single-shot measurements are
possible with smaller files. However, in the case of OPFS, the file is created by
the attacker script when it is first run, which implicitly loads the file into the
page cache. Thus, it is not possible to run a short one-shot measurement using
OPFS, without first evicting the file from the page cache. While it is possible
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that the victim re-visits the attacker’s page after clearing the page cache, e.g.,
by rebooting, this scenario is significantly less likely than our threat model.

On browsers without OPFS support, FROST requires the user to select a
large file for contention measurement. According to documentation [44], OPFS
is supported in all major desktop browsers since 2023. While Chromium-based
browsers and Safari allow websites to use up to 60% of total disk space for OPFS
storage, Firefox only allows up to 10GB per origin (i.e., website). However, a
more advanced attack using multiple origins can bypass this limit, as each origin
has its own OPFS storage. Furthermore, the attacker can request persistent
storage permissions, requiring user intervention, to bypass the limit. Although
browsers do not prominently indicate OPFS disk usage, users monitoring their
available disk space could notice the attack’s high storage consumption.

Mitigations. Mitigating side-channel attacks is often challenging without re-
stricting legitimate functionality. A possible mitigation for FROST is to restrict
the total used storage space for OPFS files without explicit persistent storage
permissions. By limiting the maximum file size to e.g., 1GB, the file fits into
system memory, preventing SSD accesses and thus eliminating the contention
effects. However, an advanced attacker could use multiple origins to bypass
this limitation by creating multiple maximum-size OPFS files. To prevent this,
browsers could implement tracking for OPFS behavior, notifying users when
large amounts of data are saved to the OPFS across multiple origins, within a
short time frame. Another mitigation is to consider file system access a cross-
origin resource, and to restrict access to high-resolution timers when OPFS is
used. Ultimately, the most effective mitigation would be to enable OPFS only
after explicit user permission, which would significantly harm the usability of
OPFS for legitimate applications and cause disruptions to user workflows. Ad-
ditionally, when users are trained to automatically accept permission requests
for any web-based application, they will likely accept attacker’s requests as well,
making this mitigation less effective in practice [72].

During our research, we encountered one system running profile-sync-
daemon (PSD). PSD moves browser profiles into a tmpfs directory, syncing them
back to the hard drive only occasionally to improve performance of the browser.
Thus, on systems with PSD enabled, activity on OPFS files does not result in
any SSD accesses, since they are not stored on the SSD. However, PSD only
prevents the zero-interaction OPFS attack; an attack using a user-selected file is
still possible if the attacker can trick the victim into selecting a file on the SSD.

Related Work. Website fingerprinting is a common attack target to showcase
the effectiveness of a side channel. Oren et al. [51] used Prime+Probe to build a
covert channel and website fingerprinting attack from the browser, achieving an
accuracy of 82.1% when detecting website accesses out of 8 candidates on Safari.
As timer precision in the JavaScript engine was reduced to hinder side-channel
attacks, Shusterman et al. [63] showed that Prime+Probe was still possible
using different timing sources, demonstrating website fingerprinting in the TOR
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browser. Cache occupancy has also been exploited for fingerprinting from the
browser, on the CPU for an open-world accuracy of 87.7% (100 websites) [64],
and on the GPU for an open-world F1 score of up to 89.8% (100 websites) [13].

Others exploit side channels originating from implementation details of soft-
ware, such as the browser, operating system, or system services. Kim et al. [33]
track the available storage quota from JavaScript, to identify visited websites
with an accuracy of 97.3% in a closed-world setting (100 websites). Vila et al.
[73] detect website accesses by measuring timing behavior caused by the shared
event loop in Chrome, for an accuracy of up to 76.7% (closed-world, 500 web-
sites). While not strictly fingerprinting, Gruss et al. [21] infer opened websites
by exploiting page deduplication mechanisms in Linux, achieving a false-positive
rate of 0.3% to 1.1%. Similarly, Weissteiner et al. [76] determine whether a web-
site was recently accessed by measuring whether or not it’s domain is in the DNS
cache, achieving an F1 score of up to 82.86%.

8 Conclusion

In this paper, we presented FROST, a novel remote side-channel attack that
leaks sensitive information from within the browser using SSD contention on
both macOS and Linux systems. Unlike prior work, which requires native code
execution, FROST can be performed as a drive-by attack through JavaScript
embedded on a website. We discovered that the private file system API OPFS,
included in most major browsers, allows an attacker to perform precise SSD
latency measurements, enabling a wide range of attacks. By exploiting OPFS,
we built a high-speed covert channel with a capacity of 661.63bit/s based on
SSD contention, comparable to native performance. We used FROST to perform
website and application fingerprinting based on this contention channel from
JavaScript with F1 scores of 88.95%, and 95.83% respectively, demonstrating
the security implications of our new attack. Our results show that direct low-
latency filesystem access from the browser can pose a significant threat to a user’s
privacy, and that additional protections, e.g., a pop-up requesting permission to
use OPFS, are required to mitigate our attacks.
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Fig. 8. The confusion matrix for website fingerprinting using FROST, when using user-
selected files selected by the user. We achieve a macro-averaged F1 score of 85.60% in
an open-world setting.

In this appendix, we present the results of website fingerprinting using user-
selected files for SSD contention measurement. We consider this scenario weaker,
as it requires user interaction. However, it is still relevant for older browsers that
do not support OPFS, and to show the impact of using OPFS on the attack per-
formance. Using user-selected files, our trained model achieves a macro-averaged
F1 score of 85.60% in an open-world setting, demonstrating the effectiveness of
FROST for website fingerprinting from the browser. In a closed-world setting,
we reach an F1 score of 87.27%. This is very similar to the results on OPFS,
which had a macro-averaged F1 score of 86.95% in an open-world setting and
88.95% in a closed-world setting. Thus, the results are in line with our covert
channel results, where the performance with OPFS and user-selected files was
comparable. We show the confusion matrix for user-selected files in Figure 8.
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