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Motivation [1, 5]

Performance counters are valuable tools for benign hypervisors to optimize
resource utilization and detect malicious behavior. Malware inside enclaves is
especially hard to detect [4, 3, 2] and affects cloud security. However, unmitigated
performance counters enable fine-grained, instruction-level information leakage
from confidential virtual machines (CVM) by a malicious hypervisor.

Overview
TEEcorrelate mitigates fine-grained performance-counter leakage by
decorrelating real and reported performance counter values. The mitigation
consists of two main components:
Temporal decorrelation aggregates performance counter values and only exposes
them after a certain number of instructions, hiding exact increment timings.
Value Decorrelation allows reported performance counter values to deviate from
real values, hiding, the exact number of increments.
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The required number of traces to recover 1 bit of information, depending on the
current deviation between real and reported performance counter values.

Case study [1] No mitigation TEEcorrelate Overhead
String Comparison 18.14 s 34.7 days × 160 thousand
Lookup Table 0.58 s 285.4 days × 40 million
RSA 7.15 min 824.6 days × 160 thousand
HQC1 6.13 min 27.0 days × 6 thousand

Numbers based on our recommended deviation window size of 2048.
Estimated runtime overhead of TEEcorrelate is approximately 0.09%.

Conclusion
TEEcorrelate mitigates known performance-counter attacks on TEEs [1].
It imposes a minimal runtime overhead of 0.09%.
Increases number of required traces to infeasible levels.
Applicable to SEV-SNP, TDX, CCA, and RISC-V CVMs.
Enables secure use of performance counters in cloud environments.
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