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Stefan Gast et al. CounterSEVeillance: Performance-Counter Attacks on AMD SEV-
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= AMD SEV-SNP: Confidential VM implementation by AMD
= Performance counters were enabled during CVM execution

— Fine-grained data leakage through various performance counters

m  Retired Branches + Retired Taken Branches — break RSA, TOTP
®=  Div Cycles Busy — breaks HQC (PQ-KEM)

= Mitigation by AMD: Disable performance counters
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Defense: TEEcorrelate

rv = Defends against fine-grained PC leakage

u..‘ = Decorrelates real and reported performance counter values
= Keeps coarse-grained trends intact
= 2 main components:
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Instructions
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(b) Temporal decorrelated events
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Assuming an unrealistically strong adversary
~ 150.000 traces to leak 1 bit

m  TOTP brute-force: 18.14s — 34.7 days

m  TOTP secret recovery: 0.58s — 285.4 days
m  RSAkey recovery: 7.15m — 824.6 days

Estimated runtime overhead: ~ 0.09%
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